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Abstract: The article deals with the solution of an applioatfor a building security system, which is solueting a
programmable logic controller. A ladder programiglegor this application is created, and an apglicafor the HMI

touch screen is also designed. The applicatiesied on a simulation model in a software develapreevironment. A
training station system was used for practicalgiygte tests, which includes a programmable logitroder, HMI touch
screen, profinet switch, power supply and otheessaries for testing purposes.

1 Introduction water heating to the opening of windows dependmthe

The gradual development of human society has aldée of day. They are mainly used in places of stdu
been reflected in the expansive development of modevhere it is necessary to work with a large amount o
technologies, which have become an integral paduof information from sensors, as they offer a large beinof
lives. We got used to most of the gains so quittkét we inputs and outputs, whether digital or analog (Fégl).
took them for granted. This fact does not only aiffe Also, the PLC version is very advantageous, asctheybe
ordinary computers, mobile phones or other whitedgo €asily enclosed in a large box, called a rack, smthey
It works similarly in industrial engineering. can be placed in larger halls. In this way, theyaotected

Without the use of automation elements, productisn, from unauthorized access. Also, the entire mairlingb
we know it today, would not be possible. It woulst be ~can be stored in this way, which protects the erstyistem
possible to produce so many products in such a tha, from moisture, dust, other electronic devices brations.
with such precision, if all these tasks were tadbae by
man. We have to admit that machines are more efici =
But still, there has to be a person at the tothiparticular e ! .‘ =
case, the PLC programmer. As PLC (acronym from g-i"' ,-,:gg ’
Programmable Logic Controller) is a frequently useal v oY, o
for controlling robotic arms, conveyor belts andiren dhosion Mgt S
lines, it has also become a major player in meohats. Indicator, buzzers " PLC

The implementation of PLCs began in the 80s of the ‘ =
20th century, but their origin dates back to the. Te first o 5’ \l
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company to address this issue was General Motars. |
1968, it announced a competition, the task of whiek to >
build a control system as a replacement for thieehtiv Sensors, limit switches  Push buttons, selector switches, emergency stops
used relay, the reprogramming ability of which degfe Figure 1 PLC in conjunction with sensors, actuators, controls
on the design and electronic connection. If chamgas to and output moduiles
be made in the activities, the cabling had to benged,
which was still often very confusing. Also, the &hing
of the relay is not infinite and has a limited nenlof
cycles. Therefore, finding the relay that was notking
caused a lot of maintenance problems.

Today, human activities are often replaced b

HMI touch screens (Human-machine interface - HMI
panel), which are currently an integral part of heC, are
also used together with the PLC. HMI touch scremmes
devices with sensitive touch screens for operatauti and
re usually mounted so that they can be operated by

machines. Since the trend is to mechanize and at¢omm ersonnel or operator. They provide a visual graghi

great means has proven to be PLC automation. We d§ﬁe_rface v(;nth utp-tlo-da;[je ||r|1format|on abOLt’.t thetcoﬁ;j]
meet him in every part of the industry, from thetcol of evice and controls and allow easy operation

conveyor belts and robotic arms in the automotigeistry, of device operation options [1-3].
through the automation of filling and transfer miaels in
the food industry, to applications in smart homesnf
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2 Building security system

A security system is proposed for the complex, Wwhic
will be monitored by staff (Figure 2). The complbas
three possible inputs. During the day, people and
employees enter the complex, but after a certaur,ho
when the staff activates the security system, movath be
allowed to enter the building without triggering alarm.
If someone still enters the building, an audibkerml will
sound, accompanied by warning lights. The staff aldo
need to know the exact location of the breach deoto
intervene properly. The created program will havebé
executable and stoppable in the HMI display envirent,

as it should only work at a certain time of day. @so Figure 4 Training station with PLC and HMI panel
have to count on three entrances to the complex, th
opening or closing of which we will simulate withet For prototype tests, it is then possible to usaiaing

buttons. If the intruder enters the complex, thasusity station with a PLC (Figure 4), which contains a RtdZe
breach will trigger the siren, which will simulaa audible  module, HMI touch screen, industrial switch, posapply
alarm, and light up the LEDs on the training moguleich  and other testing accessories such as switches, LED
will simulate the warning lights. The entire coifitof the  indicators, sensors, motors, solenoids, etc. [4-6].

building will be monitorable using the HMI panel.

3 Program design

The program is often implemented using the Ladder
logic language, which is considered to be the sstgbrm
of PLC programming. Ladder logic has evolved into a
programming language that represents a prograng @sin
graphical scheme based on relay logic hardwaraiitirc
diagrams. Ladder logic is used to develop softwfare
programmable logic controllers (PLCs) used in indals
control applications. The name is based on theroaten
that programs in this language resemble laddets twio
vertical rails and a series of horizontal bars leetwthem.
Whereas Ladder logic was once the only availabiey éor
recording programmable controller programs, toddyer
forms are standardized in the IEC 61131-3 standard.

) The solved alarm system should be switchable and
In order to be able to work with PLC and HMI panekyitchable via the HMI panel. This function will be

and to be able to create programs, it is necessam®t the  jmplemented using a switch. In order to make iaclehat
device configuration in the environment where vemle a giate the security system is in, this state wilirsicated
program with these two devices and possibly ader Iatby the LEDs of the training module, as well as bg t
modules if necessary to expand the device. Theithtdl  jnformation on the HMI display. We will start with
modules can be connected via the Profinet interfaq;\qeorma”y open contact, which we will call "startvhich

Figure 2 Building security system

(Figure 3). will be the input. We will store an assignmentifpwhich
we will call "m_start" and it will be a memory valile that

fei S i will be used for the HMI panel. We end this parthathe
crunzse E R e - output "alarm_functional", which in our case lighis the

turn on the security system. We will use a similar
procedure to turn it off, but in this case we wifle the
Figure 3 Topology of PLC and HMI devices Normally closed contact, but we will use the sammut.

By turning it off, we will switch the assignment
"alarm_nofunctional”, which will cause the red LE®
light up (Figure 5).

l T green LED diode. This part of the program will lsed to
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Figure 5 Ladder program - start and stop

In the next step, we will create the main part haf t
program. Because there are three entrances toitigex.
We will monitor their opening and closing in ouogram
using Normally open contact. We will create a safear
branch in the program for each entrance. For eas
orientation, we will call them, for example,
"main_entrance"”, "secondary_entry", "garage_doors
Since we will also want to see their status on Hiivl
display, we will place an assignment as a memorabke
for each input. In order to distinguish the indivd
memory variables and their assignment to the iddaf
inputs, we will call them "m_main_input", "m_sidaput"
and "m_garage_doors". In order for our program twkw
properly and fully, it is necessary to realize thfier the
first alarm, the alarm must remain on, even iféh&rance
closes. We solve this problem using the logicalratos
Counter, specifically CTU (Count up), ie count éfter
placing this block in Ladder, we can notice thais th
operator has its own inputs and outputs. CU sexsésput,
Q as output. PV determines the value by which tumter
should count, the CV from which value it startsnéicates
reset. We substitute a value of 0 for CV, and aealf 1
for PV, which we achieve when the signal is applgd
pressing the button to count the counter to 1 evet after
releasing the button to keep the logic 1 at thewulf we
want to reset it, we connect the "start" input he R
terminal. This will ensure that after the alarntriggered,
we reset it by turning off the security system gottise the
alarm will remain triggered. We will use countens €ach
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Figure 6 Ladder program - the main part of the program

The last part of the Ladder program will be theatios
of signalling by means of LED diodes, announcireg the
alarm has been triggered. For better signallintg@alarm,
we will design the program so that the two remajhigDs
(orange and yellow) flash. You will need to useeisto
blink. We start the program with the "alarm" outpuhich
ended the previous part of the program, but thie twe
will use the contact normally open. From this stieps
clear that the flashing will be triggered, and oiflghe
alarm is triggered. We will create two branches for
individual LEDs. We start each branch with a TOMNéi.
If we look at the timer, we find the designation Which

entrance. After Q we will add another memory vddab means input. Q indicates output. PT and ET setthe
which will be needed when programming the HMI paneRnd end time by how long the input signal is talblayed.
We will end this whole part of the program with theln this case, we will use a time of 2 to 0 secohuithe first
"alarm” output, for which we will use the assignmenbranch we add a timer identical to the previous baoenot
operator, and it will be common for all three entres. We in the second branch. This step will cause one Lé&Dbe
will switch the siren on this operator. After thaie place shifted by 2 seconds, compared to the other. Ifiidenot

the memory variable "m_alarm”, which will displalyet add this timer to our program, both LEDs would Hila
alarm on the HMI display (Figure 6). the same time. Next we will add outputs for induad

LED diodes. We will call them "warning_light 1" and
"warning_light_2". They will be followed by othenters,
with identical parameters as the previous onese¥dethe
program with RT (reset timer) operators, two foclea
branch. These operators have the task of resettiag
timers, so that the LEDs in the loop flash. We \witlly
reset the timers before and after the diodes, swilvaot
reset the first timer in the branch with three timeas its
task was only to shift the flashing frequency oé afi the
LEDs once (Figure 7).
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Figure 7 Ladder program - flashing LEDs
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Figure 8 Virtual digital twin after program creation
After creating the entire Ladder program, we caiteo
that all the inputs and outputs we use are displayethe
virtual digital twin of our PLC (Figure 8). Thissplay can
help us to connect inputs and outputs using wietaden
the PLC and the training module. The next step héll
loading the program into the PLC.

4  Program design for HMI panel

In the next step we will create a program for thdlH
panel. For this particular solution, the appearasfcthe
HMI with a dark blue background was chosen, wittoee
and sub screen and two buttons, one to turn offtbgram
and the other to return to the home screen of Mepénel
(Figure 9).

Ty ] %oqool )

Welcome to HMI_3 (KTP700 Basic+ PN)!

TG = R

Figure 9 HMI design

We will create a graphical design of the HMI ingexé
by placing graphical objects and their subsequent
connection with events and visualization conditiofies
HMI tags connected to PLC tags. The visibility of
individual objects can be solved using the function
Dynamize colors and flashing and Make visibilityndynic
(Figure 10).

Properties Animations H Events || Texts

Animation types

Overview

~ %, Display Display
1 Add new animation (g Appearance & A Dynamize colors and flashing
“d Appearance @ Visibility & A Mske visibility dynamic
@ Visibility

» & Movements

Figure 10 Visualization of objects

The first function of the program should be thdigbi
to turn the security system on or off. Therefonegur case,
the inscription "INACTIVE" was created. It is madp of
two parts. The word NO is visible in the logicatst zero
of the "HMI_start" tag, but one is invisible in thagical
state. The same tag is also used for the secohafpdue
word "ACTIVE". But in this case, it is red at logiczero,
and green at logical unit. In this way, personiael see the
status of the security system not only by meankkid
diodes, but also by a colored sign. Since he hssdavhere
the violation occurred, we will create a table edll
"PLACE OF INFRINGEMENT". It contains three
columns, namely "MAIN ENTRANCE", "SIDE
ENTRANCE" and "GARAGE DOOR", with lock icons in
front of each sign. They will be controlled by ttags:
"HMI_main_entry_input”, "HMI_current_entry_input",
"HMI_garazove_door_lock". If the logical state i&ra on
them, they will be invisible. However, if the objeis
disturbed, the panel will display the label, depegdn
where the alarm was triggered. "ALARM" is invisible
unless an alarm is triggered. If it has occurrdtt t
inscription will appear and flash alternately red gellow.
The beacon above the word "ALARM" is made up oé¢hr
identical images that overlap, are layered, andndiée,
red, and yellow. If the alarm is not triggered, &ite
beacon is visible, red and yellow are invisible wéwer,
when the alarm is triggered, the white beacon gisars,
becomes invisible, but the red and yellow beacaes a
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visible. The yellow beacon, placed in the top layedso the door is closed or open. The lock icon will oty
flashes. This creates the illusion that when tlenalis visible if the door has been opened. Their functidhbe
triggered, the off white beacon will flash altemlggtred controlled by the same tags that we used to proghem
and yellow. In this way, the staff will be clearlformed table "DISTRIBUTION  LOCATION", namely:
that the complex has been disrupted. The beaconhend "HMI_main_input_input”, "HMI_additional_lock_input"
inscription "ALARM" are controlled by the logicalage of "HMI_garazove_door_locks". At the bottom of theesom
the tag: "HMI_alarm". We will rename the "Screen'is the "HOME" button. This button takes you backhe
button, which will take us to the new screen, bsnare  home page (Figure 12).

appropriate name. In our case, the inscription:

"GUARDED OBJECT" (Figure 11).

STRAZENY OBJEKT

IIIIII ' HLAVNY vcHOD
Illlll — RTINS VST
I I I III ' GARAZOVE DVERE

ZABEZPECOVACI SYSTEM:

MIESTO NARUSENIA:
" HLAVNY VCHOD
' VEDLAJSI VCHOD
" GARAZOVE DVERE

[] STRAZENY OBJEKT

Figure 12 Graphic design HMI- Guarded object

Figure 11 Graphic design HMI- Root screen As in the case of loading a program for a PLC, the
program for the HMI panel must first be compiledda
In the next step, we will create a graphical dig@& then we will perform a loading into the HMI panehite.
the screen, which we will be able to access usi®g tAfter loading we can test its functionality. Aftex
"GUARDED OBJECT" button. On this screen, staff willsuccessful simulation in the program environmehg t
be able to see the entire complex with the exaettion of  implementation into the training station and thecassful
the individual entrances to the complex. He witloabee testing of the proposed program were also sucdessfu
the door open and close during the day, whethaobthe
security system is active. 5 Conclusion
Using images of buildings and the outside enviramme  p| ¢ systems are located in switchboards togethér wi
we will create the appearance of a complex thaailays  oiher electrical modules and are not normally aibésto
be visible. We will add pictures of the door. Weoke two 1 dinary users. For communication with the user RhCs
for each entrance, when.the door is open and whn i 5.0 equipped with a Human-machine interface (HMI),
closed. We program the image of closed doors soatha \hich allows the user to control the status ofdabetrolled
logic state zero, the image is visible, but atdogtate one system and can intervene in the control proceshef
is invisible. We program the image of the opename in  gjy,ation in the controlled process so requires.
reverse. After_ stacking them on top of each ottt a  p| ¢ control systems are installed in devices witihh
placing them in the appropriate place of the compiee  g|ecirical voltage, where there is a risk of efecthock and
|IIL_JS|on of opening and closing the door erses.\Mlbuse thus only the technician who has the appropriate
this procedu"re for all entrances. They will be_“’"‘*f’ by authorizations in connection with the safety of kvaiith
the tags: "HMI_main_input”, "HMI_side_input” and g|ectrical equipment has direct access to the ramehwf
HMI_garage_doors". PLC control systems. In many cases, the contreljstem
As personnel see the current state of the dooythist i 5 technological system, the costs of which &b, 50 it

know where the alarm was triggered, even though the jmportant that only authorized persons work vitie
intruder managed to close the door. Therefore, i@dd  p| ¢ control system [7-17].

a table with the names of the entrances alongtwithock
icons and a warning triangle with an exclamatiorrlmaAcknow|edgemem

above each door. If the security system is acthv@ @€  the work has been accomplished under the research

complex is disturbed, a warning symbol will appaaove  ,qi0ct KEGA 030TUKE-4/2020 financed by the Slovak
the specific entrance and will flash, regardlesws/ioéther Ministry of Education.
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